
EMPLOYEE PRIVACY POLICY TEMPLATE


IMPORTANT NOTES – PLEASE READ BEFORE USING THIS DOCUMENT
1. This document has been prepared by Harbottle & Lewis. It is a basic privacy policy intended to be used as a starting-point and does not constitute legal advice from Harbottle & Lewis LLP.  
2. You should seek legal advice if you intend to make any changes to the document. Please contact Tony Littner (anthony.littner@harbottle.com) or Tom MacLeod (tom.macleod@harbottle.com) if you wish to discuss any aspect of the document.

[NAME OF COMPANY] – PRIVACY POLICY TO EMPLOYEES

 At [insert name of company] (“we”, “us” or “our”) we recognise and respect the importance of processing your personal data in compliance with data protection laws such as the UK GDPR.
1. WHO WE ARE 
We are the data controller in relation to the personal data that we collect, use or hold about you and we are responsible for protecting it in line with data protection laws. If you have any questions about this Privacy Policy or our privacy practices, please contact us by email at [insert contact email address].
[Our Data Protection Officer (“DPO”) is responsible for ensuring the protection of your personal data and ensuring compliance with data protection laws. You can contact our DPO at [insert contact email address for DPO] com for any questions or concerns related to your personal data.]

This privacy policy describes how we collect and use your personal data when you are an employee, contractor, consultant, freelancer, intern or temporary staff (“you”).
 
1. HOW AND WHEN DO WE COLLECT PERSONAL DATA?

[Insert a list of how you collect personal data and the sources of such personal data – examples may include:] 

We collect personal data about you from a variety of sources, including:
a. from you directly at the start of your role when you such as: [when you complete an application form to apply for a role with us, provide us with your CV/resume, passport or drivers licence or other documentation required for employment verification.]

b. from you directly during your role with us such as: [benefit nomination forms completed by you, submit time sheets or expense claims, provide sickness or absence information, participate in performance reviews, or engage in Health and Safety programmes (including pre-employment medical questionnaires and accident or incident reports). ]

c. from information we generate about you during our relationship with you such as: [data collected throughout the duration of your role and working relationship with us e.g. meeting notes, CCTV captured on our premises, correspondence, training records, disciplinary records, and access control data.]

d. from information we collect about you from other sources such as [recruiters, training providers, medical professionals or occupational health providers, former employers or public authorities and government agencies (e.g., HMRC).  This includes publicly available sources, such as social media or online searches (including LinkedIn). ]

1. WHAT PERSONAL DATA DO WE HOLD ABOUT YOU?

We collect, store and use any of the following categories of personal data:

[Insert list of what types of personal data you collect – examples may include:] 
a. your personal details: [name and title, gender, birth date, national insurance number, home address, home/personal phone number, email address, proof of identification (e.g. passport and driving licence) and address and marital status. ]

b. your family’s details:  [emergency contact information, spouse or civil partner name and contact information, names of dependents.]

c. documentation required under immigration laws: [citizenship details, national identification number, other documents required to show your right to work for us in the UK, for residency, work permit and/or visa processes.]

d. Employment/compensation records and information:
i. [current and any former titles and positions held with us (and information about such positions, including start date, duration of position, location of position/place of work, employee identification number, promotions, training records, overall work history, disciplinary actions, grievances, retirement eligibility, transfers); 
ii. identification or verification search results, including employment searches, and references;
iii. current and historic compensation or terms with or provided/offered by us, base salary, bonus, pension contributions, commissions, benefits, sales compensation plans and information relating to any such plans or benefits; 
iv. work contact information (phone number, postal address, mailing address, email address);
v. your photo; 
vi. performance reviews and information (including any career development plans), conduct and capability information and training records; 
vii. work hours/pattern and annual leave information (including overtime and shift work, hours worked, breaks and department standard hours); 
viii. absence information and details of any leave taken (for any reason);
ix. travel bookings, expense related claims, records and information; 
x. details regarding the termination of your employment or engagement, including the leaving date and reason for leaving and exit interviews; and
xi. written, electronic and telephone communications.]

e. Health and Safety Information 
i. [Medical or health information relevant to your employment (e.g., pre-employment medical questionnaires, occupational health reports, and disability-related data); 
ii. Work place accident information, sickness absence information and medical or health information (relevant to your employment and/or provided by you to us, for example, medical assessments and occupational health reports), records of any disabilities;]

f. Payroll data: [bank details, working time records, current compensation, tax codes, national insurance information, IDs related to payroll processing and student loan information (where applicable).]

g. System and application access data: [information required to access company systems and applications (such as system ID).]

h. Role application information: [when you apply for a job or work with us/for us, we collect and hold details contained in an application and resume/CV or otherwise provided to or obtained by us, including employment background, professional qualifications and memberships, references, interview notes. We may also collect career development and skills, training, education, departmental changes and performance details.]

i. Equal opportunities information: [ethnicity, religion, sexual orientation, health, gender, age and disability]

j. Pre-employment checks: [information such as academic and/or qualification checks, DBS checks.  and references.]

k. [ CCTV: footage of you in and around the Premises, date and timestamped. ] 

l. Miscellaneous information: information that you submit or input into our systems through completion of forms, information about your use of our email and IT systems. 

1. HOW DO WE USE THE PERSONAL DATA WE COLLECT ABOUT YOU?

Your personal data may be used by us for the following purposes and lawful bases. 

Please note if you fail to provide certain information when requested, we may not be able to perform the contract we have entered into with you (such as providing you with certain benefits), or we may be prevented from complying with our legal obligations (such as to ensure safety). 

[complete this table to detail, the purpose, activity and legal basis for why you process personal data. Legal bases include: consent, legitimate business interests, performance of a contract with you (or in order to take steps prior to entering into a contract with you), compliance with law] 

	Purposes
	Types of HR Personal Data
	Basis for Processing

	[bookmark: _Hlk141102486]Administering the contract we have entered into with you and operating our working relationship with you
	Name; contact information; bank account details; compensation information; national insurance number; fiscal or social security code; tax information; benefits and expenses records; details and contact details for family/next of kin for emergency contacts and/or as benefits beneficiaries; time and attendance records
	· Contract 
· Legitimate interests: operation of the employment relationship or engagement

	Paying you and, if you are an employee, deducting the applicable tax for the country in which you are employed or engaged 
	Name; contact information; ID relating to payroll processing; bank account details; compensation information; national insurance number; fiscal or social security code; benefits and expenses records; tax information; student loan information 
	· Contract
· Legal obligation: complying with local laws to ensure the right taxes are deducted and reported

	Providing benefits to you
	Name; contact information; bank account details and financial information; national insurance number; fiscal or social security code; benefits and expenses records; contact details for family, next of kin and/or benefits beneficiaries; tax information
	· Contract
· Legal obligation: complying with local laws to ensure all requisite benefits are provided 

	Checking you are legally entitled to work in the country where we are employing or engaging you

	Documentation required under immigration law e.g. passport details, work permit and/or visa; meeting/interview notes
	· Legal obligation: right to work 
· Recognised legitimate interest: where the processing is necessary for the purposes of detecting, investigating or preventing crime.

	Liaising with our pension provider
	Name; email; bank account details and financial information; national insurance number; fiscal or social security code; contact details for family/next of kin and benefits beneficiaries
	· Contract 
· Legal obligation: complying with local laws to ensure pension obligations are met

	Business management and planning, including accounting and auditing; maintaining internal organisational charts and personnel/contact databases and contact details  
	Financial information; benefits and expenses records; name; job title; employee ID; start date; place of work; work contact details; photo
	· Legitimate interests: operation of our business; business management and controls 
· Legal obligation: complying with relevant reporting obligations 

	Conducting performance reviews, managing performance and determining performance requirements, performance awards, making arrangements for the termination of our working relationship 
	Appraisal forms; interview and meeting notes; references which may include personal data about your gender, race or ethnicity; performance and development records; time and attendance records; name; pay details; bank details and financial information; benefits and expenses records; CV/Resume data*
	· Contract
· Legitimate interests: attracting and retaining talent; effective business operations; management of workforce and effective business operations
· Legal obligation: complying with our employer obligations and/or your employee rights 

Additional conditions include:
· Employment, Social Security, and Social Protection: Processing is necessary for the purposes of carrying out obligations and exercising specific rights in the field of employment.
· Processing is necessary for reasons of substantial public interest.
Under the Data Protection Act 2018, Schedule 1 conditions:
· Schedule 1, Paragraph 1 – Employment, Social Security, and Social Protection: Processing is necessary for employment purposes, such as assessing your suitability for a role. Our appropriate policy document includes this privacy notice and our other data protection related policies such as Acceptable Use Policy.

	Making decisions about salary reviews and compensation
	Name; pay details; appraisal forms; bank details and financial information; benefits and expenses records; interview or meeting notes; performance and development records; time and attendance records
	· Contract

	Assessing qualifications for a particular job or task, including decisions about promotions.
	Name; CV/Resume data*; performance reviews; interview or meeting notes; performance and development records; time and attendance records
	· Contract

	Undertaking grievance, disciplinary or capability hearings
	Time and attendance records; performance reviews; disciplinary records; appraisal forms; interview or meeting notes; performance and development records; disciplinary and grievance records; time and attendance records
	· Legitimate interests: dealing with internal processes and management of workforce

	Making decisions about your continued employment or engagement
	Time and attendance records; performance reviews; disciplinary and grievance records; appraisal forms; court, tribunal or inquiry proceedings; interview or meeting notes; performance and development records; time and attendance records
	· Legitimate interests: management of workforce and effective business operations

	Education, training and development requirements (including quality improvement)
	Appraisal forms; interview or meeting notes; performance and development records; disciplinary and grievance records; training records; CV/Resume data*
	· Legitimate interests: staff training and development and effective business operations

	Dealing with legal disputes involving you, or other staff or third parties, including accidents at work; whistleblowing procedures
	Name; medical and health related information; occupational health data; accident records; appraisal forms; court, tribunal or inquiry proceedings; interview or meeting notes; performance and development records; disciplinary and grievance records; time and attendance records; hearing records; investigation records
	· Legitimate interests: responding to and defending legal disputes/claims; managing our risks; public interest; protecting our business and people
· Legal obligation: for example, complying with applicable health and safety and employment laws
Additional conditions include:
· Employment, Social Security, and Social Protection: Processing is necessary for the purposes of carrying out obligations and exercising specific rights in the field of employment.
Under the Data Protection Act 2018, Schedule 1 conditions:
· Schedule 1, Paragraph 1 – Employment, Social Security, and Social Protection: Processing is necessary for employment purposes, such as assessing your health and fitness.

	Ascertaining your fitness to work and occupational health
	Name; medical and health related information, Health and Safety Information; occupational health data; accident records; interview or meeting notes; time and attendance records
	· Legal obligation: complying with applicable health and safety and employment laws
· Contract
· Legitimate interests: management of workforce and effective business operations
Additional conditions include:
· Employment, Social Security, and Social Protection: Processing is necessary for the purposes of carrying out obligations and exercising specific rights in the field of employment.
Under the Data Protection Act 2018, Schedule 1 conditions:
· Schedule 1, Paragraph 1 – Employment, Social Security, and Social Protection: Processing is necessary for employment purposes, such as assessing your health and fitness.

	Managing sickness absence and sick pay 
	Name;  Health and Safety Information medical and health related information; occupational health data; accident records; interview or meeting notes; bank details and financial information; time and attendance records; tax information
	· Legal obligation: complying with applicable health and safety and employment laws
· Contract
· Legitimate interests: management of absent employees/dealing with capability issues
Additional conditions include:
· Employment, Social Security, and Social Protection: Processing is necessary for the purposes of carrying out obligations and exercising specific rights in the field of employment.
Under the Data Protection Act 2018, Schedule 1 conditions:
· Schedule 1, Paragraph 1 – Employment, Social Security, and Social Protection: Processing is necessary for employment purposes, such as assessing your health and fitness.

	Arrangements relating to family related leave (for example: maternity, paternity, adoption, shared parental leave)
	Name; dependents' details; service period; financial information; bank details; medical and health related information; co-parent's/co-partner’s details
	· Legal obligation: payment and administration of family related leave
· Contract 

	Complying with health and safety obligations and health and safety records and management
	Medical and health related information; Health and Safety Information; medical checks; occupational health data; blood group; accident records; interview or meeting notes; time and attendance records
	· Legal obligation: complying with applicable health and safety and employment laws
· Vital interests: where your medical information is required to protect your life. 
Additional conditions include:
· Employment, Social Security, and Social Protection: Processing is necessary for the purposes of carrying out obligations and exercising specific rights in the field of employment.
Under the Data Protection Act 2018, Schedule 1 conditions:
· Schedule 1, Paragraph 1 – Employment, Social Security, and Social Protection: Processing is necessary for employment purposes, such as assessing your health and fitness.

	Reimbursing travel and expenses 
	Travel and expenses records
	· Contract

	Managing security to safeguard against fraudulent activities
	Bank details and financial information; benefits and expenses records
	· Legal obligation: complying with applicable corporate and anti-fraud laws
· Legitimate interests: fraud prevention and proper conduct of our business

	Monitoring your use of our IT and communication systems to ensure compliance with our policies
	Incoming and outgoing emails, texts or messages, such as via WhatsApp, telephone calls (note that calls taken by customer services agents and customers are recorded), instant chat communications and, for customer services agents, transcripts will be taken of LiveChat conversations 
	· Legal obligation: for example, fulfilment of contract of sale
· Legitimate interests: network and information security, preventing improper use of systems, protecting workforce.
· Recognised legitimate interest: where the processing is necessary for the purposes of detecting, investigating or preventing crime.

	Ensuring network and information security, including preventing unauthorised access to our computer and electronic communications systems and preventing malicious software distribution.
	Incoming and outgoing emails, texts or messages, such as via WhatsApp, telephone calls (note that the calls taken by customer services agents and customers are recorded), instant chat communications and, for customer services agents, transcripts will be taken of LiveChat conversations 
	· Legitimate interests: ensuring system and data security 
· Recognised legitimate interest: where the processing is necessary for the purposes of detecting, investigating or preventing crime.

	Ensuring the physical security and safety of our Premises, staff, visitors and property 
	CCTV footage of you working or visiting our Premises; as well as other personal details taken from IT systems. 
	· Legitimate interest: ensuring the physical security and safety of our Premises, staff, visitors and property
· Legal obligation: to guard against and detect crime, as well as to facilitate the investigation, prosecution or defence of such. To comply with health and safety legal obligations. 
· Recognised legitimate interest: where the processing is necessary for the purposes of detecting, investigating or preventing crime.


*CV/Resume data includes information proactively provided, such as, name, personal address, personal telephone, email address, date of birth, age, government/passport ID, citizenship status, academic record or qualifications/skills/accreditations/career history
 
1. HOW AND WHEN WE SHARE PERSONAL DATA?
We may also disclose your personal data to other third parties, for example:
a. Our service providers: including our suppliers and sub-contractors for legitimate business interests such as to enable them to help us. For example: CCTV providers, payroll providers, our insurance brokers, auditors, training providers and travel/hotel/venue providers, applicant tracking providers/systems; cloud storage providers; medical professionals, and/or IT systems suppliers and support. 

b. Our professional advisers: including accountants, lawyers and other professional advisers that assist us in carrying out our business activities.

c. Other third parties in connection with your employment: for example, banks benefits and pension providers/administrators, insurance companies including those providing medical insurance and group income protection. 

d. Our customers (to the extent they need it) – this will usually just be your business contact details and related information for our legitimate business interests. 

e. Third Parties requesting an employment reference for you. This is based on the legitimate interests of the third party requesting the reference. 

f. Group companies we work closely with: for security, improving our products and services, and internal reporting, based on our legitimate business interests. 

g. In the context of a transaction: we may share your personal data with potential partners and other third parties in connection with the consideration, negotiation, or completion of a corporate transaction in which we are acquired by or merged with another company or we sell or transfer all or a portion of our assets or business. This is on the basis of our legitimate interests for our business operations and third parties party to the transaction. 

h. Government authorities, law enforcement, fraud prevention agencies and relevant third parties: this is on the basis of our legitimate interests for the establishment, exercise or defence of legal claims to protect our business. 

i. In compliance with applicable legal and regulatory obligations: we may share your personal data with law enforcement agencies, courts, government authorities or other third parties where we believe it is necessary to comply with a legal or regulatory obligation, or otherwise to protect our rights or the rights of a third party. 

1. HOW LONG WILL WE KEEP YOUR PERSONAL DATA? 
We will keep for only as long as necessary in line with our retention criteria taking into consideration: legal obligations, best industry practice, limitation periods, our business needs, and for the establishment, exercise or defence of a legal claim.

1. WHERE WE TRANSFER YOUR PERSONAL DATA
For those working or living within the UK, your personal data may be transferred to countries outside the UK and EEA that may not offer the same level of data protection.
 If we transfer personal data outside the UK, such as to our group companies or our service providers who assist us, we will implement appropriate and suitable safeguards to ensure that such personal data will be protected as required by applicable data protection law.
In these cases, we rely on approved data transfer mechanisms, including legal exceptions, adequacy decisions, recognised frameworks (e.g. the EU-US Data Privacy Framework and the UK extension to the Framework), and standard contractual clauses. If you are located in the UK, you may contact us for a copy of the safeguards. 
1. YOUR RIGHTS
You have certain rights with respect to your personal data. 
These rights may only apply in certain circumstances and subject to certain exemptions. These rights may include the right to request a copy of your personal data, the right to correct, delete, restrict or object to the use of or processing pf your personal data. You may also request a portable copy of your personal data in a usable electronic format. Where you have provided your consent to any use of your personal data, you can withdraw this consent at any time without affecting the lawfulness of any processing undertaken prior to you withdrawing such consent. 
1. COMPLAINTS 
We encourage you to raise your concerns directly with us. To do so, please contact us if you have any questions or concerns regarding your personal data,  by e-mail to [ • ]. If you remain dissatisfied after this process, you may escalate the matter via our complaints procedure by contacting us. During this process we will acknowledge your complaint within 30 days, make enquiries into the complaint without undue delay and make an appropriate level of enquiries.

If after the complaints process, you remain dissatisfied, you have the right to complaint to the Information Commissioner's Office by visiting https://ico.org.uk for further[image: ] assistance.
1. CHANGES TO THE PRIVACY POLICY
We may update or amend this Privacy Policy from time to time and where we make any material changes that we are required to inform you about, we will do so by providing you with a copy of this Privacy Policy.
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